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KHO BAC NHA NUOC Doc ldp - Tu do - Hanh phic
$6:495% TB-KBNN Ha N¢i, ngay A9 thing 4 nim 2024
THONG BAO

Tang cuwong dam bao an toan, an ninh théng tin trong sir dung Dich vu cong
true tuyén ciia Kho bac Nha nuére tai cac don vi sir dung ngén sach

Théng qua cong tac giam st an ninh mang ctia B$ Tai chinh, da ghi nhan
tai mot sd don vi sir dung ngén sach (DVSDNS) ¢6 hién tugng 16 lot thong tin
tai khoan, mat khau va duong dan ding nhép vao hé théng Dich vu cong truc
tuyén (DVCTT) ctia Kho bac Nha nuéc (KBNN). Viéc nay tiém 4n nguy co ruii
ro vé an toan, an ninh thong tin trong qua trinh sir dung DVCTT ctia KBNN.

Vi vay, KBNN théng bao dé cdc don vi biét mét sé nguyén nhan c6 thé
dén dén 16 lot thdng tin nhu trén. Pong thoi dé nghi cac DVSDNS thuc hién mét
s6 giai phap nhim bao dam an toan, an ninh thdng tin trong qua trinh stt dung
DVCTT cua KBNN nhu sau:

1. Mot s6 nguyén nhén:

- Str dung nhiéu tai khoan, mét khau ding nhap vao DVCTT & thyc hién
chitc nang nhap chimg tir, duyét chimg tir, ky sé ching tir thanh toan chi ngéan
sach nha nudc giri sang KBNN.

- Cung cap thong tin dang nhap nhu (tai khoan, mat khau, dudng din) cho
ngudi khac biét d diang nhap vao DVCTT.

- Nho can bd k¥ thuat clia cdc nha cung cap chimg thu sb thuc hién 1ap hd
so dang ky thay dbi trén hé théng DVCTT dé dang ky méi va gia han chimg thu
$6. Trong qua trinh thyc hién, mot sb cén bo k¥ thuat cia nha cung cép chimg
thu sb da dung dia chi hom thu dién tir (email) cia minh thay vi dia chi email
cua nguoi st dung tai DVSDNS, do vay khi ngudi dung thuc hién chitc ning
quén hodc d6i mat khau thi hé théng guri thong tin mat khau méi vé dia chi email
cua can bd k¥ thuat nha cung cap chimng thi sd.

- Cung cép thong tin két ndi cua tmg dung Ultraview (ma ID va mat khau)
cho can bg k¥ thuat ciia cac nha cung cip chimg thu sé dé hd tro cai dit, gia han
chimg thu sb trén may tinh ctia Ké toan truéng va Chu tai khoan trén DVCTT.,

- May tinh st dung DVCTT chua cai dit phan mém phong chéng Virus
nén bi nhiém Virus va bj ma ddc xam nhap.
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- Sir dung chirc ning luu mat khau dé tu dong dang nhap vao DVCTT
moi khi déing nhép, thay vi mdi khi ding nhap phai nhap truc tiép mat khau.

- Chua thudng xuyén thay d6i mat khau ding nhdp vao DVCTT hoic ¢
thay doi nhung mat khau chua c¢6 d6 manh.

2. Mgt so giai phap:

- Tuyét d6i khong chia sé thdng tin dang nhdp DVCTT cho nguoi khac
khong c6 trach nhiém, quyén han vao hé théng DVCTT ctia KBNN.

- D6i mat khédu cua tai khoan dang nhdp vao DVCTT dinh ky 42 ngay
theo thong béo cta hé thong DVCTT hodc ddi bat ky khi thdy c6 diu hidu bét
thuong. Mét khiu méi phai di manh, gdm 16n hon hogc bing 8 ky tu, trong dé
c6 ky tu chit, s0, ky tu dic biét, ky tu hoa, ky tw thuong, mat khiu méi phai
khac hoan toan véi mat khau cil.

- Khéng sir dung chiic ning luu mat khau mic dinh dé tr dong dang nhap
vao DVCTT thay vi ngudi st dung phai nhap mat khau mdi khi dang nhap.

- Cai dit phan mém phong chéng Virus trén céc may tinh ctia nguoi dung
truy cap vao hé théng DVCTT.

- Ra soét dia chi thu dién tir d4 dang ky trén DVCTT va hé théng béo céo
tai chinh nha nuéc, dam bao dung voi thu dién tir cia nguoi sir dung tai don vi,
dong thoi khong chia sé mat khau thu dién tir cia minh cho nguoi khéc.

- Han ché hoic khong tai cac phan mém tir ngudn khéng dang tin cdy vao
may tinh cua nguoi dung truy cdp vao DVCTT cua KBNN.

- Sir dung mét khau khi cai dit phin mém dé han ché 1ay nhidm ma doc
trén may tinh cia nguoi dung truy cdp vao DVCTT ctia KBNN.

- Han ché st dung tinh ning "auto-save" trén trinh duyét, st dung céac
phan mém véi tinh ning tuong ty nhu Keypass hodc AnyPassword,...

- Han ché str dung chung mét mat khiu cho nhidu hé thong tmg dung khac
nhau.

- Quan ly va tach riéng quyén truy cp cla cac tai khoan khi dang nhép
vao hé théng DVCTT.

- Cép nhat kip thoi thong tin thanh vién trén hé théng DVCTT méi khi ¢6
su thay d6i thanh vién méi (tén dang nhap, dia chi thu dién tu, .. o s

- Nhitng don vi dang bd tri mét nguoi lam nhiém vu Ké toan truong kiém
Ké toan vién, don vi can tao mét tai khoan ding nhap vao DVCTT véi 2 vai tro
Ké toan trudng va Ké toan vién, khong cin thiét phai tao 2 tai khoan riéng biét
cho Ké toan truong va Ké toan vién.




- Tang cuong nghién cu tai liéu huéng din str dung DVCTT dang tai tai
muc “Phan mém va tai liéu huéng dan \ 4. Tai liéu huéng dan sir dung céc chire
ndng trén hé théng Dich vu cong truc tuyén (phién ban mdéi 4. 0):”, dong thoi
thudng xuyén doc thong bao cua Poi hd trg ding trén trang cht DVCTT dé biét
va trién khai thuc hién kip thoi.

- Tiép tuc ddy manh thyc hién Thong béo sé 7102/TB-KBNN ngiy
28/12/2021 clia KBNN vé viéc cong khai diu méi tiép nhan yéu ciu hd trg, khéc
phuc su ¢6 phat sinh ctia hé théng DVCTT; Théng béo s6 2225/TB-KBNN ngay
18/5/2022 ctia KBNN vé viéc mao danh cong chirc KBNN.

3. T6 chirc thyre hién:

Giao Kho bac Nha nude céc tinh, thanh phé truc thude Trung vong, S&
Giao dich KBNN thong bao ndi dung néu trén téi cac don vi str dung ngén sach
dang tham gia van hanh hé théng DVCTT trén dia ban duogc biét dé trién khai
thuc hién./.

Noi nhin: , TL. TONG GIAM POC

- KBNN cic tinh, thanh pho KT. CUC TRUONG CUC CONG NGHE THONG TIN
truc thude TW; HQ CUC TRUONG

- $& Giao dich KBNN; N

- Lwu: VT, CNTT (02 bén). ¥~
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